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Network | Lab06
More applications for simplified switch based Network

1. Sharing files with the Public folder

The Public folder is a convenient way to share files that are stored on your computer. You can
share files in this folder with other people usitihge same computer and with people using other
computers on the same network. Any file or folder you put in the Public folder is automatically
shared with the people who have access to your Public folder.

Enable public folders

1. OpenControl Panelin the Stat Menu.
2. OpenNetwork and Sharing Centerin the Control Panel.

@ l'E
@x et IO 1 » All I » v |4y £
Adjust your computer’s settings -
"' Action Center 2 Administrative Tools Bl AutoPlay
¥ ]
\«-QA Backup and Restore 'J Color Management M Credential Manager
%e Date and Time O Default :'!n'-jv.ﬂv:'. Ej’ Desktop Cm:h_[r"‘.
A Device Y.!.\'x,'.t_n:v *“." Devices and Printers . ["?»p‘-l‘_,
@ Ease of Access Center ‘ Folder Options A Fomts
" Getung Started Q& HomeGroup 5 Indexing Options
A, , = ’ ~— catic i °
‘, Intermet Options - Keyboard LS
L *} Sensors
‘7 Mouse
- g Performance Information ’
g Parental Controfs B aeid Tocnte ‘ Personalization

Note: If Network and Sharing Centas not available, changéiew byto Large iconst the top
right of the Control Panel.
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3. SelectChange advanced sharing settinigsthe left column of the Network and Sharing

Center.
ol al's
@.\J.i&l s AN Control Paned Mems » Network and Sharing Center v | %9 || seanh Pare Pl
Control Paned Heene : K - : g e
View your basic network information and set up connections
Change adapter settings .k ? See full mep
} 1
Ch advanced sharin
g : o BRENT-PC Neswork p—
(Thas computer)
View your active networks Connect or dsconnect
Access 1 Internet
. N " fype:
- HomeGroup: Joined
¥ Home network -
Connections: § Local Area Connecton
Change your netwerking settings
'@. Set up a new connection or network
Set up a wireless, broadband, desl-up, ad hoc, or VPN connection; or set up a router or access
pont
Connect to & network
Connect or reconnect to a wireless, wired, dial-up, or VPN network conmection.
Cheese homegroup and shanng optons
Access files and printers located on other network computers, or change sharng setbings.
= Troublesheet problens
HaomeGroup v P .
gnose and repar network problems, of get troubleshocting information,
Intemet Options
Windows Firewall

4. Expand the network you want to enable public folder sharing on by clicking the down arrow
on the right of the profile.
5. click change advanced sharing settjregsect public pralie

ol @l's

@I\}'f* e Network and Sharing Centar » Advanced tharing settings v | %y || SeanchC Sure ol

Change sharing options for different network profiles

Windows creates » separate network profile for each network you use, You can choose specific options for

each profile.
Home or Work (current profie) v
Public v
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6. SelecfTurn on sharing so anyone with network access can read and write files in the Public
foldersand then clicksave changes

'G‘ jo o8 « Network and Sharing Center » Advanced tharing vetting v |4y )

Heme or Worek (current profile) ~
Network discovery

When network dacovery < on, this computer can see cther network computers and devices and is
wisible to other network computers. What is network decoverny!

@ Tum on network discovery
Tum off network decovery

Fie and pnnter shanng

Whan file snd printer shaning is on, files and printers that you have shared from this computer can
be accessed by people on the network

@ Tum on file and printer shaing
Tum off file and peetter sharing

Pubdic folder sharing

When Public folder she nng 15 on, ;Acplecr the network, including homegroup members, can
pccess files in the Public folders, What are the Pubic folders

@ Tum on shaning so anyone with network access can read and write files in the Public folders

Tum off Public folder shanng (people logged on to this computer can still access these
folders)

Media streaming

When medsa streaming & on, pecple and devices on the network can 3ccess pictures, music, and
videos on this compester. This computer can also find media on the network

% Save changes Concel

Limit network access to the Public folder

If you are not on a domain, you camit network access to the Public folder to only
those people with a user account and password for this computer. To do this, turn on
passwordprotected sharing. '
1. Open Network and Sharing Center by clicking the Start bpuolicking Control
Panel, clicking Network and Internet, and then clicking Network and Sharing Center.
2. Click the arrow buttor.¥ next to Password protected sharing, and then click one of
the following options:
o Turn on password protected sharing
o Tun off password protected sharing
3. Click Apply® If you are prompted for an administrator password or ¢onftion,
type the password or provide confirmation.
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Where is the Public folder?

There is only one Public folder\iindows
Every person with a user account on the
computer shares this folder. To open the Publig

folder: iz i52 Views ~ [ Sharing Settings
1. Open Documents by clickinge Start =

Public »

button @, and then clickinpocuments Name

2. In the Navigation pane, undéavorite | Documents Li: Public Documents
Links clickPublic If you have configuredll 2 picture: i Public Downloads
the Navigation paneso that the Public B Music —fgp”b'f‘ Music
folder is not visible under Favorite Links e » | Public Pictures
clickMore , and then clicileublic oo & Public Videos

3. Or opennetwork, computername, Folders J Recorded TV
users publicfolders ¥ Decuments

. Downloads
- gE Favorites

, Links

TJ‘ Music

BE Pictures
. Saved Games
| Searches

E Videos
| Public

a4 1M Computer

Who can access the Public folder?

You cannot choge which individuals can access the Public folder from the network, as
Everyone with a user account and password on your computer can access the Public
folder, you must either grant access to everyone on the network, or to no one.

You can, however, seté permission level by choosing whether those who have access
to the Public folder from the network can just open files, or also change and create them.
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2. Essential Sharing for folder and files

This method allows you to share files or foldefith someone using your computer or another
computer on the same network.

With this method of sharing, you can decide who will be able to make changes to the files you
share, and what kind of changes (if any) they can make to them. You do this by sk#iing
permissions. Sharing permissions can be granted to an individual or to a group of users on the
same network. For example, you might allow some people to only view your shared files, while
allowing others to both view and change them. People yarehvith will be able to see only

those folders that you have shared with them.

Note

If your computer is on a workgroup, you have the option of turning password protection
on or off. If password protection is turned on, the person you are sharing with must
have a user account and password on your computer in order to access the files and
folders you are sharing. You can turn password protection on or off in the Network and
Sharing Center.

Share a Folder or Drive

There are several methods you can use to shalders and files with others on the
network. TheCreate a Shared Folder Wizagdides you through the steps of setting up
a basic shared folder. You can also use the comnliapdnterface to share a folder or
drive. Share a folder or drive

f Using the Vihdows interface

1 Using a command line
To share a folder or a drive by using the Windows interface

1. Open Computer Management.

2. If the User Account Contradialog box appears, confirm that the action it
displays is what you want, and then cli¢&s

3. Intheconsole tree, cliclSystem ToolsclickShared Foldersand then click

Shares

On theAction menu, clickNew Share

Follow the steps in the Create a Shared Folder Wizard, and therrilish.

a s
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== )

File Action View Help

e 1B o= BE
;*-' Computer Management (Local|| Share ﬁame Folder Path Type Z Client Connecticns Description
4} System Tools EE|ADMINS  C:\Windows Windows 0 Remote Admin Shares
" Easkts‘;heduler maCs Ch Windows Default share More Actions
" = VEnt Hiewer maDs 148 Windows Default share
4 ] Shared Folders ~ )
m=IIPCS Windows Remote IPC

2 Shares -
] Sessions 2] Users C:\Users Windows

Actions

iz Open Files
i+ & Local Users and Groups
[ @ Performance
= Device Manager
4 (5 Storage
=7 Disk Management
3 _-?g Services and Applications

e
Create A Shared Folder Wizard > u

Welcome to the Create A Shared
Folder Wizard

| This wizard helps you share a computer folder so that it can
be accessed by people on other computers in your netwark

._?; or workgraup,

Windows Firewall will be set up to allow this folder to be
shared with other computers, Please read how this may
impact Windows Firewall and the security of your computer.

Learn mare about Windows Firewall

Click Mext to continue,

« Back [ Mext = ] [ Cancel
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Type the path to the folder you want to share, or didk Browse to pick the folder or add a new

folder,
Folder path: D:\Test Folder
Example: C:\Docs\Public

— -
Create A Shared Folder Wizard - Iﬂ
Folder Path =
Spedfy the path to the folder you want to share. .
-4
Computer name: ACU-LAPTOP

Mame, Description, and Settings
Spedify how people see and use this share over the netwark,

Type information about the share for users. To modify how people use the content while
offline, dick Change.

Share name: Test Folder

Share path: WACU-LAFTOPYTest Folder

Description: just test folder

Offline setting: Selected files and programs available offline

[Dr. Ahmed EIShafee, AEdII2011,Network |

-7/ 26-



DY e g AT ONENRCR ) Y& Y
FOSIEAY KLl
s e (g & am ~

AHRAM CANADIAN UNIVERSITY

B __— B
Create A Shared Folder Wizard . u

Sharing was Successful

—_— Status:
You have successfully completed the Share a Folder -
2 Wizard.
Surmmary:
You have selected the following share settings on -
VACU-LAPTOP:

Folder path: D:\Test Folder
Share name: Test Folder
Share path: VWACU-LAFTOPTest Folder

[]When I dick Finizh, run the wizard again to share another
folder

To dose this wizard, didk Finish.

b e
O c— [— o — = Elg

g = — -
@(:jv M ), Network » 127.001 »
Organize = Metwork and Sharing Center View remote printers = - E;l @
i Favorites I Test Folder
Deskt £ Share
Bl Desktop o
& Downloads
5] Recent Places l Users

P Share

Bl Desktop
- Libraries
2 Ahmed ElShafee
18 Cormputer
G‘j Network
1 127,001
1M ACU-LAPTOP
1M BOKEY-DESKTOP
[5H Control Panel
£ Recycle Bin
| desktop 01
. Flash

E RF_trezip

. ! | 2 items
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To share a folder or a drive by using a command line

1. To open an elevated Command Prompt window, ditdet, point to Al
Programs clickAccessoriesright-clickCommand Promptand then cliclRun as
administrator.

2. If theUser Account Contradialog box appears, confirm that the action it
displays is what you want, and then clitks

3. Type:
net share <sharename=drive:path>

For example, to share a folder named myshare located on drive C, in the path

\User§Myname, type:
net share myshare=QJser§Myname

To open shared folders
Accessing remote pc files and folders can be done through
1 Using the Windows interface
1 Using a command line
To browse shared folders and files using windows interface
In explore window, open netwokkO 2 Y LJdzi SNJ y I YSY 2NJ 2dzald GeLlS akk 02
field.

- e L =y ] ==

-

— - —
K3\ w1 » Network » ACU-LAPTOP » TestFolder ~ [ 43| [ search Test Folder o

— — —

Organize « Share with - Burn Mew folder =« il .@.

s

4.7 Favorites MName Date modified Type

Bl Desktop '£I| E1077 - 5SDCS.doc TV AL WTTA L. Microsoft Word 9
4 Downloads @ E1077 Motification.pdf TN WMV 1. Adobe Acrobat [
| Recent Places

4 Bl Desktop
> | Libraries
> & Ahmed ElShafee
48 Computer
> &, Local Disk (C3)
» —a Data (D7)
> i DVD RW Drive (E:)
> 1 DVD Drive (G:)
A?ﬂ MNetworlk
48 ACU-LAPTOP
[» 4 Test Folder

m

s 0 Users
> (M BOKEY-DESKTOP
: [58 Control Panel T i E
|I 2 items

-~
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To browse shared folders and files using command line

1. To open an elevated Command Prompt window, ditdet, point to Al
Programs clickAccessoriesright-clickCommarnd Prompt, and then cliclRun as
administrator.

2. If the User Account Contralialog box appears, confirm that the action it
displays is what you want, and then clitks

3. Type:
net share <sharename=drive:path>

C:UserssAhmed ElShafeeXnetzhare
‘netzhare’ is not recognized as an internal or external command.
operabhle program or hatch file.

C:sUsers~Ahmed ElShafeenetshare
‘netzhare’ is not recognized as an internal or external command.
operabhle program or hatch file.

C:Uzers Ahmed ElShafee>net szhare

Share name Rezource Remark

Default share
Default zhare
Remote IPC
C:sWindows Remote Admin
D:~Test Folder Just test folder
Cisllzers
The command completed successfully.

C:sUserssAhmed ElShafeeXnet share
4 11 3

BN C:\Windows\system32omd.exe |ﬂlﬂ—hj

operable program or hatch file.

Stop Sharing a Folder or Drive
“|mportant

Users connected to a shared folder are disconnected when you stop sharing it. Users ma
data if you stop sharing a folder contaigian open shared file without warning. When possil
notify users before you stop sharing a folder.

Stop sharing a folder or drivaan be done through
1 Using the Windows interface
! Using a command line
To stop sharing a folder by using the Windows intacke

1. Open Computer Management. To do so, cBtart, then rightclickComputer,
and then clickManage

2. If the User Account Contradialog box appears, confirm that the action it
displays is what you want, and then clitks

3. In the console tree, clicRysem Tools then clickShared Foldersand then click
Shares
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| A Computer Manageme

File Action View Help

&= 2Bz HE

& Computer Management (Local Shareﬁame Folder Path Type # Client Connections Description Actions

4 [} System Tools @ ADMINS  C:A\Windows Windaws 0 Remote Admin Shares

> ® Task Scheduler .
gz CS C: Wind Default sh :
> @] Event Viewer \ indows auftshare Mare Actions

4 | Shared Folders

0
aa DS D Windows 0 Default share
1

Gl IPCs Windows Remote IPC Test Folder

@ Shares - .
& Sessions Y Test Folder DA\Test Folder ___ Wind (R =TT | More Actions

2] Users Ci\Users Wind

@] Open Files Stop Sharing
» i Local Users and Groups
> (R) Performance All Tasks

=4 Device Manager
25 Storage
=% Disk Management
> T Services and Applications

Refresh

Properties

Help

4. In the details pane, rightlick a shared folder, and then cli8kop Sharindthis
item only appears if you launched Computer Management using an account that
is a membe of the local Administrators group).
To stop sharing multiple files, press the CTRL key while clicking the file names,
right-click any one of the selected files, and then cBtép SharingThis removes
shared network access to the selected files.
To st sharing a folder by using a command line

1. To open an elevated Command Prompt window, ditdet, point to Al
Programs clickAccessoriesright-clickCommand Promptand then cliclRun as
administrator.

2. If theUser Account Contradialog box appearspafirm that the action it
displays is what you want, and then clitks

3. Type:
net share <sharename> /delete.
For example, to stop sharing a folder called myshare, type:
net share myshare /delete
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2. Remote Desktop Connection

Prepare the network interace

You need to know the IP address of your machine on your LAN. It is best to configure the same
network interface on your PC so it has a fixed address that does not.

Prepare the Router

The router is blocking, by default, the remote control. The firghghto do is set the router to
allow this traffic.

This stage differs from one router to another. We will give you a general idea and you
should refer to the manual of your router for confirmation.

1 Go to the administration interface of the router by typgiits IP address in the
web browser (for example 192.168.1.1)
1 EnterLoginandPassword
In the page that comes up, search Rwrt Forwarding
1 Then add following data:
Name Give it a unique name like Remote Desktop
External Port3389
Internal Port 3389
Destination |IP_address/servdEnter the IP address of the computer as
defined in step 1 (e.g. 192.168.1.99)
Prepare the computer
We can now proceed to the preparation of the machine that you want to take control.
Of course, for obvious security reasotiss function is not allowed by default. We must
validate it. Here's how.
1 Make sure that all the profiles in your system are protected by passwords.
Open theStartmenu
EnterAllow Accessn the search box
SelectAllow remote access to your computer
Selet the Allow connections assistance ...
Tick the boxAllow especially the connection of computers ...
If another user you should be able to remotely access the computer, click on
"Select users".
1 Click onApply and thenOK
This validation automatically kas control of buikin firewall in Windows 7. Feel free to

check by going toControl Panél - "Windows Firewall - "Allow a program through
Windows Firewall and reconfirm if the option Remote Desktop is checked under
"Domestic/light company."
Open Remote Desktop

 Run command >mstsexe
Or

1 Open theStartmenu, EnterAllow Accessn the search box

1 Type remote pc ip, press connect

=

O O O O

=A =4 =4 -4 4 4
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1 You can select what resources you want to control/bring from remote pc
1 You can choose which local resources you need to shatetremote pc
1 Find all these from options tabs

48 DSt Router - Windows Internet Explorer 1 . . } , ‘. ) ' l=l@] B
(< IO hp/1000138/ +| B[4 x | 8ing P~
i Favorites | s 8] Custornize Links.

B oSt Routes 1 k}; [ & - Pagev Siety Tool~ @~ 4

Device Info NAT - Virtual Servers
Advanced Setup . " - o
2 Int Select the service name, and enter the server IP address and cick “Apply/Save” to forward IP packets for ths service to the specfied server. NOTE: The "Internal Port End™ cannot be modified
Layer. erface directly. Normally, it is set to the same value as "External Port End”. However, if you modify “Internal Port Start”, then "Internal Port End” will be set to the same value as
WAN Service "Internal Port Start”.
LAN Remaining number of entries that can be configured: 28
NAT
Virtual Servers l;::{lmzfacc pppoe_0_8_48/ppp0 ~
Port ‘"m‘ng ce Name:
DMZ Host © Selact a Service:  Select One -
ALG ®  Custom Service: RDP
Security
Pai 1 Control Server IP Address:  10.0.0.168
Quality of Service
Routing Apply/Save 8
DNS B ) B . .
DSL [External Port Star PortEnd _ Protocol Internal Port Port End
Upnp 13389 3389 TCP - {3389 |3389
Print Server [ TP - |
sanba | —=
Interface Grouping l . ce Message from webphoe B
LAN Ports [ TCP
Wireless [ TCP A connetagathesamense -
Diagnostics [ T
Management o A
: T
[ CcP |
[ TCP . | 4
TcP - |
\ o - ’
! cp - | .
Recommend: B00x600 pixels,High Color(16 Bits)

Done @ Intesnet | Protected Mode: On G RIB% v

Control Panel (8)
| ﬂ' Allow a program through Windows Firewall

18 Allow Remote Assistance invitations to be sent from this comp...

18 Allow remote access to your computer

Block or allow pop-ups

Block or allow third-party cookies

Change security settings
Documents (1)

C[Q autoexpce.cs

Files (2850)
£ | 405.htm
£ | 500-15.htm
i | application.ini
4 | crashreporter.ini
& | my.ini
£ | 403-10.htm

p See more results

[Dr. Ahmed EIShafee, AEdII2011,Network | -13/ 26-



wc}ﬁ.%ﬂu{;ﬁ

Y AHRAM CANADIAN UNIVERSITV

[Dr. Ahmed EIShafee, AEdII2011,Network | -14/ 26-



