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Network I Lab 06 

More applications for simplified switch based Network 

1. Sharing files with the Public folder  
The Public folder is a convenient way to share files that are stored on your computer. You can 

share files in this folder with other people using the same computer and with people using other 

computers on the same network. Any file or folder you put in the Public folder is automatically 

shared with the people who have access to your Public folder. 

Enable public folders  
1. Open Control Panel in the Start Menu.  

2. Open Network and Sharing Center in the Control Panel. 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Note: If Network and Sharing Center is not available, change View by to Large icons at the top 

right of the Control Panel. 

 

 

 

 

 

 

 

 

 

 



 

 

[Dr. Ahmed ElShafee, ACU Fall 2011, Network I]  -2 / 26 - 

3. Select Change advanced sharing settings in the left column of the Network and Sharing 

Center. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

4. Expand the network you want to enable public folder sharing on by clicking the down arrow 

on the right of the profile.  

5. click change advanced sharing settings, select public profile 
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6. Select Turn on sharing so anyone with network access can read and write files in the Public 

folders and then click Save changes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Limit network access to the Public folder  

If you are not on a domain, you can limit network access to the Public folder to only 
those people with a user account and password for this computer. To do this, turn on 
password-protected sharing. 
1. Open Network and Sharing Center by clicking the Start button , clicking Control 

Panel, clicking Network and Internet, and then clicking Network and Sharing Center.  

2. Click the arrow button next to Password protected sharing, and then click one of 
the following options: 

o Turn on password protected sharing  
o Turn off password protected sharing  

3. Click Apply.  If you are prompted for an administrator password or confirmation, 
type the password or provide confirmation. 
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Where is the Public folder?  

There is only one Public folder in Windows. 
Every person with a user account on the 
computer shares this folder. To open the Public 
folder: 

1. Open Documents by clicking the Start 
button , and then clicking Documents.  

2. In the Navigation pane, under Favorite 
Links, click Public. If you have configured 
the Navigation pane so that the Public 
folder is not visible under Favorite Links, 
click More , and then click Public. 

3. Or open network, computer name, 
users, public folders 

 

 

 

 

 

 

 

 

 

Who can access the Public folder? 
You cannot choose which individuals can access the Public folder from the network, as 

Everyone with a user account and password on your computer can access the Public 

folder, you must either grant access to everyone on the network, or to no one.  

 

You can, however, set the permission level by choosing whether those who have access 

to the Public folder from the network can just open files, or also change and create them. 
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2. Essential Sharing for folder and  files  
This method allows you to share files or folders with someone using your computer or another 

computer on the same network.  

With this method of sharing, you can decide who will be able to make changes to the files you 

share, and what kind of changes (if any) they can make to them. You do this by setting sharing 

permissions. Sharing permissions can be granted to an individual or to a group of users on the 

same network. For example, you might allow some people to only view your shared files, while 

allowing others to both view and change them. People you share with will be able to see only 

those folders that you have shared with them. 

Note 
If your computer is on a workgroup, you have the option of turning password protection 
on or off. If password protection is turned on, the person you are sharing with must 
have a user account and password on your computer in order to access the files and 
folders you are sharing. You can turn password protection on or off in the Network and 
Sharing Center. 

Share a Folder or Drive 

There are several methods you can use to share folders and files with others on the 
network. The Create a Shared Folder Wizard guides you through the steps of setting up 
a basic shared folder. You can also use the command-line interface to share a folder or 
drive.  Share a folder or drive 
¶ Using the Windows interface  
¶ Using a command line  

To share a folder or a drive by using the Windows interface  

1. Open Computer Management.  
2. If the User Account Control dialog box appears, confirm that the action it 

displays is what you want, and then click Yes. 
3. In the console tree, click System Tools, click Shared Folders, and then click 

Shares. 
4. On the Action menu, click New Share. 
5. Follow the steps in the Create a Shared Folder Wizard, and then click Finish. 
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 To share a folder or a drive by using a command line  

1. To open an elevated Command Prompt window, click Start, point to All 
Programs, click Accessories, right-click Command Prompt, and then click Run as 
administrator. 

2. If the User Account Control dialog box appears, confirm that the action it 
displays is what you want, and then click Yes. 

3. Type: 
net share <sharename=drive:path> 

For example, to share a folder named myshare located on drive C, in the path 
\Users\Myname, type: 
net share myshare=C:\Users\Myname 

 

To open shared folders  
Accessing remote pc files and folders can be done through 

¶ Using the Windows interface  
¶ Using a command line  

To browse shared folders and files using windows interface  
In explore window, open networkκŎƻƳǇǳǘŜǊ ƴŀƳŜΣ ƻǊ Ƨǳǎǘ ǘȅǇŜ άκκŎƻƳǇǳǘŜǊ ƴŀƳŜέ ƛƴ ŀŘŘǊŜǎǎ 

field. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

[Dr. Ahmed ElShafee, ACU Fall 2011, Network I]  -10 / 26 - 

To browse shared folders and files using command line  

1. To open an elevated Command Prompt window, click Start, point to All 
Programs, click Accessories, right-click Command Prompt, and then click Run as 
administrator. 

2. If the User Account Control dialog box appears, confirm that the action it 
displays is what you want, and then click Yes. 

3. Type: 
net share <sharename=drive:path> 

 

 

 

 
 

 

 

 

 

 

 

 

Stop Sharing a Folder or Drive  

Important  

Users connected to a shared folder are disconnected when you stop sharing it. Users may lose 

data if you stop sharing a folder containing an open shared file without warning. When possible, 

notify users before you stop sharing a folder. 

Stop sharing a folder or drive can be done through 

¶ Using the Windows interface  
¶ Using a command line  

To stop sharing a folder by using the Windows interface 

1. Open Computer Management. To do so, click Start, then right-click Computer, 
and then click Manage. 

2. If the User Account Control dialog box appears, confirm that the action it 
displays is what you want, and then click Yes.  

3. In the console tree, click System Tools, then click Shared Folders, and then click 
Shares. 
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4. In the details pane, right-click a shared folder, and then click Stop Sharing (this 
item only appears if you launched Computer Management using an account that 
is a member of the local Administrators group). 
To stop sharing multiple files, press the CTRL key while clicking the file names, 
right-click any one of the selected files, and then click Stop Sharing. This removes 
shared network access to the selected files. 

To stop sharing a folder by using a command line 

1. To open an elevated Command Prompt window, click Start, point to All 
Programs, click Accessories, right-click Command Prompt, and then click Run as 
administrator.  

2. If the User Account Control dialog box appears, confirm that the action it 
displays is what you want, and then click Yes.  

3. Type: 
net share <sharename> /delete. 

For example, to stop sharing a folder called myshare, type: 
net share myshare /delete 
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2. Remote Desktop Connection 

Prepare the network interface 

You need to know the IP address of your machine on your LAN. It is best to configure the same 

network interface on your PC so it has a fixed address that does not.  

Prepare the Router 
The router is blocking, by default, the remote control. The first thing to do is set the router to 

allow this traffic. 

This stage differs from one router to another. We will give you a general idea and you 

should refer to the manual of your router for confirmation.  

¶ Go to the administration interface of the router by typing its IP address in the 
web browser (for example 192.168.1.1) 

¶ Enter Login and Password  
¶ In the page that comes up, search for Port Forwarding. 
¶ Then add following data:  

o Name: Give it a unique name like Remote Desktop 
o External Port: 3389 
o Internal Port: 3389 
o Destination IP address/server: Enter the IP address of the computer as 

defined in step 1 (e.g. 192.168.1.99) 

Prepare the computer 
We can now proceed to the preparation of the machine that you want to take control. 
Of course, for obvious security reasons, this function is not allowed by default. We must 
validate it. Here's how.  
¶ Make sure that all the profiles in your system are protected by passwords. 
¶ Open the Start menu 
¶ Enter Allow Access in the search box 
¶ Select Allow remote access to your computer 
¶ Select the Allow connections assistance ...  
¶ Tick the box Allow especially the connection of computers ...  
¶ If another user you should be able to remotely access the computer, click on 

"Select users". 
¶ Click on Apply and then OK. 

This validation automatically takes control of built-in firewall in Windows 7. Feel free to 

check by going to "Control Panel" - "Windows Firewall" - "Allow a program through 

Windows Firewall" and reconfirm if the option "Remote Desktop" is checked under 

"Domestic/light company." 

Open Remote Desktop 

¶ Run command >mstsc.exe 

Or 

¶ Open the Start menu, Enter Allow Access in the search box 

¶ Type remote pc ip, press connect 
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¶ You can select what resources you want to control/bring from remote pc 

¶ You can choose which local resources you need to share to the remote pc 

¶ Find all these from options tabs 
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